F3THE 1L
2016 4F 11 A

SLE SR

Journal on Communications

Vol.37 No.11
November 2016

doi:10.11959/j.issn.1000-436x.2016234

MIBS ZfERKX—R o EH

xR, REAE, L&, 2R
(. 5B TR HCE e R R E S0 s, R M 450001,
2. (5 BRBER AR E pistgh E, Jba 100072)

# E:. MIBS Fie— MR AUSI D, WM T B RS RE K MG ST, 1o, 0 MIBS
FOEARPUEA IR NTBE S, 81— 8 B 1) MIBS S EM L LIEX 4088, KRG, FIHEH KL IEX 4
BABUNX S8 Z AL R, HWiE—A 8 411 MIBS FikMIR X 8. Bfa, FIHZX 58454 MIBS 51k
FIXEFR G, JEF B AEAR, 230 10 #6112 511 MIBS-80 595, 752 it Moo I 18] 52 4% J5 43 1) g 22768, 29881,
Hm =Rl 2%,

KA U, T, MIBS Hik; A

RESES: TPIIS.I XRRFRIRTD: A

Zero correlation-integral attack of MIBS block cipher

. 1 1 1 :2
LIU Qing-cong , ZHAO Ya-qun , MA Meng , LIU Feng-mei
(1. State Key Laboratory of Mathematical Engineering and Advanced Computing, Information Engineering University, Zhengzhou 450001, China;
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Abstract: MIBS is a lightweight block cipher for extremely constrained environments such as RFID tags and sensor
networks. The MIBS algorithm’s ability to resist zero correlation-integral analysis was evaluated. An 8-round zero corre-
lation linear distinguisher of MIBS was given. Then, a 8-round distinguisher of MIBS was founded by using relationship
between zero-correlation linear distinguisher and integral distinguisher. Finally, considering the symmetrical structure of

the MIBS and using the partial-sum technique, it applied integral attack to 10 and 12 rounds of MIBS-80. The time com-

plexities of 10 and 12 round attack on MIBS-80 are 227%%and 2**%!, The data complexity is 2*.
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